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BREN (ransomware) THEREZ NSRS,
N N O s Matt Peterson (PetersonMatt349@business.telecomitalia.it) Add conta 11/12/201¢
B EASAERASHN B, #1320 [ — - v
BHESREN MmiE% S fHlalCryptoLocker  TorrentLocker *
TorLockerCryptowall3 » EBRSANRTEZER - fETFAISIEAEE
fFlanx i BERE RS  MERSEMNER  BIEFTH  HER . .
our finance department has processed your payment, unfortunately it has
P s s — = NE S been declined.
*ﬁib?% ’ """E%g%EE*@EE@BE,HHW}&?Em%&HEaé L’ng Please, double check the information provided in the invoice down below
1 %M* _t)i“‘ ﬁ% and confirm your details.
FHEETETUSENS ©

Wit R =R A REREDEBERN TFEIENREE
TRt AN EEAE AR E B BT e,  DREXEREBBHIS  BRe AR SRS

NVEYSS

#HooFRE AP L ERNEEH - WARNING
A RS TR TR B TR RE we have encrypted your files with CryptOLOcker virus

B SR NG VEc (e S (5B N: O VS SRt AR VR AR DRIV | (o s (o hose o the bk i, U, et ot idos ot . vere encnpted it
EH%H%;—U;Uﬁﬁr—E E%uiﬁ,ﬂ%,b = *E_tj( 1_1_T:|: Ifi Caution: Removing of CryptOLOcker will not restore access to your encrypted files.
(social engineering) FfiiisRELHE » TRENLIZFEREET ~ HRBREN R Click here to pay for files recovery

BEFESHRE AN ARTERNUAXHEENECER A I A AR A

§D = *E _t ﬂE = Eﬂ All your files are now encrypted using cryptographically strong algorithm.
Zis s A Without the original key recovery is impossible.
HIEEECEEAMEE RmmIZENFTR o EE'}E EEMAT To get the decoder and the original key, you need to
. e q email us at sos(@decryptfiles.com
7'%{%5%22% ’ }EHJE'%Bﬁq‘g'l‘iﬂgigﬁ*llﬁm{ﬁ{ﬁ ? ﬁﬂ&ﬂi ’ Qur assistance is not free, so expect to pay a reasonable price for our

decrypting services. No exceptions will be made.

¥ scAN invoice_
E 717510572ip

Dear Client,

Thank you for understanding.

HH*E%:I:%&%%E{]Q}‘EEEH%'#‘ y — E| ﬁﬁ*a* |\$§}E ’ mﬂi@ In the subject line of your email include the id number,

which can be found in the file name of all encrypted files.

EZ 44 i\ iz It is in your interest to respond as soon as pos sible to ensure
"f ﬁt'fﬂ EFHEE;LEJ-I ° the restoration of your s
P.S. only in case you do not receive a response from the first

email address within 48 hours,
please use this alternative email address:

zuza(@protonmail.com

7 ABERRE TEHEBT KMEREH - FERnEERERAss  [HEARMIEEDRE
ARBRARCASKERLIEE BRESIBREKSTEENER SE—F BHBA592EEEHAURL
BERMEE - EREAACTELELTRY B ATHEEREATTEBHRIE (@) R408EEERRURL K
zERN RSEREHMADITRNEER BERELESHILRIDIHI0RHEE BOBAERARBIENRE 2
RICEST B EAETHREEEENE NE

BRI REEANEIR B RIE TKaspersky Internet Security 2016
T REEEEXNTE  IREIRT MR RNRE- (#5) ~ "Bitdefender, Internet Security
EREA-—BITEHABNNSNERITA HHIREERENEME MRS 2016 (#9) ~ "Norton by Symantec,
NEEEHAES - AEREEERENEMAE TEREEEERTR RERSENSE  Norton Security Standard 2016 (#11) &
BRERLEREOREER BAEERE LTAMBERER SARTEERERE  "McAfee, AntiVirus 2016 (#14) BEFEE
FHRERERWBRRERIEFS - AT LB RN FIETRE ] - 80%s DL Erffg v B ERENURL
REDBEARBALE  THRRKE—FR REABRAKRRAE 16K MELHNERSTS  STIVEEREER
AR B[R E TR THVER ORI  MSRERKEHMERMNEERRNMENE  60% BIS2HAET D -
aFae KHEA - BESRMEET * 1B "Norton by
Symantec Norton Security Standard 2016 B}'ji 3(‘5'( E%ﬁﬂi
3 MEEFLIRNBRIENRE (#11) ~ "Panda Security Antivirus Pro BEEE R TRR RKERES

BRL2METERBEHEIEBE 2016 (#13) & "McAfee, AntiVirus 2016 ABEBISHTA SN SBESIE R
ERE BRERBHNNEERI MEHE  (#14) EW4RB DA selss  BE#ER 7 (port scans) ~ %P9 (backdoor) K&DoS
EANSTERERE  AEAHIEER {TEEREYERER  BUE2Z B RS o (Denial of Service) BHEHIREN - BREFLER
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'G Data, Internet Security 2016
(#2) ~ TAVG, Internet Security 2016
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KFree Antivirus 2016 (#17) {58 _E48
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"Malwarebytes; Anti-Malware Premium
(#15) HNEEERINBENLZERE 8
ERREEERNIEEER R HERHE
LERTTE  E2RAVETT 2

EFREREIRLA
1 FAHEISRIENRE 33%

WNREFTE (boot up) FFREIAR
HLOARMAE < BIF PR BRI ARR
TS L 2R BFRRERER
BRERSAEH EF25.8% -

"Microsoft; Windows 10 -
Windows Defender (#19) BEHKAE  ~
ARE AR B B HFE B
PRI EER B AT E M "ESET, Smart
Security 9 (#4) & "Norton by Symantec,
Norton Security Standard 2016 (#11) &
A% ERFBRELERY NEA
2.5 REIRE10%  #ES IR TS ©

HSRBADRCHEIRLER 72.82

8.5 IRERH11%E33% B 'G Datay
Internet Security 2016 (#2) 3EHE33% #8|2
BB A (R B2 B IR
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L 2RERAMEERERT L
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BIFEIR AL INERRUSB 3.0
EREEE (SSD) 56 GBEKEIEM
H BR80T REEASEAE 7
AIR8SEI6 TR -
TEREALERANEIBT.OM AR
9% ES5EHIE D "ZoneAlarm, Pro
Antivirus & Firewall 2016 (#3) LR
82 B N#96% B2 KT S -
"Malwarebytes; Anti-Malware Premium
(#15) F "Microsoft; Windows 10 -
Windows Defender (#19) 2RIZER31528
M #3696 133% » EBINERE » 2T o

BRI EZEEBAK
KRG R M E A 25 B B #

72.8%  EHBMAREARE BARE
FFREIHT78.8EITIWASE  REARE LK

"Microsoft; Windows 10 - Windows
Defender (#19) R  HERALR
8% ESFMEmT "G Datay Internet
Security 2016 (#2) RIER = FERLER
33% BE2HRIBRIEFT D

3 FMEFEERZTEEE 1 GB
B EELERREERNEE
T BEREBER SEAMEATHEEEM
K ABIEE5 MBZE1.2 GB° "Microsoft,
Windows 10 - Windows Defender
(#19) RERANE  NMEBEESSZ=RE
"Malwarebytes; Anti-Malware Premium
(#15) fhFAZEREIM/N - 265 VB # LR
=4 TG Datay Internet Security 2016
(#2) ~ "Bitdefender; Internet Security 2016

AR ERS

(#9) K "Avast!, Internet Security 2016
(#12) ML ERIE1 GB B2 KT -

Bl VRAMEAEIE

BINRRENARERE T ER
HRR R Z2HGRERET
B BARREFELEREF TR
ARMIBENT R AERRENEES
SERIFFRZEEARED BIERTER
N FAB BRI LT R 2 #15IER
By REZERENER (hang up) ©

A8 EERARTERIEER &
REBEE (resident) R(EAERLIET138 MB
PLE581 MB HERK - TREAME A
2260 MB- E3%R5F » "Bitdefender,
Internet Security 2016 (#9) 3RIF&KZ= 14
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i% 12 1225 ()
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IS EGENE B RIS KE1RHE
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"BullGuard, Internet Security 2016 (#1) :

Ba kMG ZRIRA 26 - BEBERL R XN AETE AR

'G Data; Intemet Security 2016 (#2) :

EMERRENATEERS  BREEIEE

IEAR . AAE

FZoneAlarm, Pro Antivirus & Firewall

2016 (#3) :

BRErh R aETEAR

FESET, Smart Security 9 (#4) :

1EEERERIGARRIENR
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FAVG, AntiVirus Free 2016 (#16) :

EREERENEEERS

TAvira, Free Antivirus 2016 :

ERAEREES
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